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l. Introduction: Threats Within our Midst

The tragic events of September 11 forced Americans to
reexamine what it means to live in an open and democratic society.
Fundamental notions upon which our society was founded were
brought into question in light of new challenges facing the country.
I recall on that day, as I was waiting to meet my younger sister
outside her school, I was approached by a stranger who said to
me, “All I know is we better nuke the hell out of the bastards
who did this.” As I looked into his eyes I saw fervent rage mixed
with anguished confusion, and I felt a sense of fealty to this fellow
man simply because he was an American. We were classified as
“us” and the bastards as “them” and I realized in that moment
that the rules of the game had changed. In a moment of mayhem,
America had begun a war on an unseen enemy within our midst,
and a nation of liberty now faced a number of difficult and crucial
questions. How do we fight battles against people who live among
us? How do we combat people who cannot be targeted with
missiles? Where does the elusive balance between national
security and the preservation of liberty lie? How will we find it?

The United States has more military power than any other
nation in history, yet it was left utterly bewildered in the
aftermath of the September 11 attacks. Thus, the very
institutions of justice that American citizens have trusted for
well over two centuries witnessed a dramatic shift in their
posture towards intelligence gathering. No longer was the
Department of Justice an organization whose primary purpose
was the investigation and prosecution of past crimes. It now
positioned itself to be a preventative agent against terrorism,
in addition to serving as the federal government’s arm of
criminal prosecution. This sparked heated debate over the
relationship between liberty and security, and its relation to
issues of due process, free speech, checks and balances, and
equal protection of the law. The fundamental principles that
govern how our society approaches criminal actions have come
under serious question, and we must ask ourselves what
constitutes an appropriate response to an act of terrorism.

In the months after September 11, the federal government
introduced a number of legal and procedural modifications that
have affected the basic civil liberties of every American. Most
notable among these measures is the Uniting and Strengthening
America by Providing Appropriate Tools Required to Intercept
and Obstruct Terrorism (USA PATRIOT) Act of 2001. This
measure relaxes probable cause requirements for intelligence
gathering in some domestic criminal investigations, expands

the scope of domestic wiretap authorization, allows law
enforcement authorities to conduct searches without notice,
and makes sweeping changes to immigration policy. Moreover,
the Attorney General is given additional leeway in detaining
non-citizens and certifying non-citizens as potential terrorists
— a designation against which there is little judicial recourse.'

A second step taken by the federal government that has
affected civil liberties in America is the creation of military
tribunals for suspected terrorists, in lieu of standard criminal
trials. This decision, issued in an executive order issued by
President George W. Bush in November 2001, has raised a
number of concerns over civil liberties and checks and balances.
First, it is uncertain whether the President may even issue such
an order in the absence of an official Congressional declaration
of war. Second, the order can be applied to a non-citizen,
regardless of where he was detained. So theoretically, a non-
citizen detained on American soil could go before a tribunal
instead of a jury if he is declared an enemy combatant of the
state. Moreover, the order indicated that a person subject to a
military commiss ion may not seek legal redress in any court,
and therefore cannot challenge the tribunal’s decisions.? The
proceedings take place outside of the public’s view, and the
evidence standards for the tribunals will be less stringent than
those in standard criminal court.’ In these commissions the
defendant is not guaranteed full access to the evidence
introduced by the prosecution. Thus, it is clear that the legal
resources and means of redress afforded a typical defendant in
the American justice system are wholly denied to those
individuals brought before military commissions.

In addition to the aforementioned government measures,
Attorney General John Ashcroft has issued a federal order that
allows law enforcement authorities to listen in on
communications between some federal prisoners and their
legal counsel — without a court mandate. This measure was
introduced on the claim that attorneys may be aiding and
abetting terrorist criminals, and not monitoring their
conversations posed a national security risk. The new provision
would permit eavesdropping on these formerly privileged
conversations if it was deemed necessary by a law enforcement
official.* This places the discretion over these decisions squarely
in the hands of investigative agents and not in the courts.

Perhaps the most alarming action undertaken by the federal
government after September 11, is the mass questioning of
roughly five thousand immigrants residing in America, who
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received letters from the Justice Department requesting that
they submit to an interview with the FBI. Under the law, the
U.S. government has the right to question individuals regarding
criminal acts, but many immigrant advocacy groups claim that
these interview requests are often pretexts for detaining such
people on minor visa violations.’ These groups also argue that
these individuals have been called in for questioning simply
because of their national affiliations, and not because they have
any legitimate ties to terrorist activities.

Finally, the Department of Justice has made efforts to relax
the restrictions on intelligence gathering concerning sensitive
locations such as mosques and churches. In the 1960s and
1970s, after the revelation of widespread abuses of power by
the FBI under the COINTELPRO program, a series of
institutional reforms were set in place that sharply limited
intelligence gathering on political and religious groups. These
surveillance efforts were problematic because they had a
chilling effect on free speech, expression, and assembly. After
September 11, the Attorney General has considered loosening
the restraints on domestic intelligence collection in these
sensitive areas.® Such a reversal of decades of policy can be
enacted without Congressional approval, and would
dramatically increase the government’s ability to gather
information in these areas.

These changes constitute the major reforms and actions
that the federal government has undertaken after the events of
September 11, in the interest of national security. While many
individuals and legal advocacy groups claim that these
modifications in the law constitute egregious civil rights abuses,
there are countless people in America who feel that each and
every one of these measures is wholly justified in a nation that
faces the continued threat of terrorist attack. Moreover, while
laws such as the PATRIOT Act may seem far-reaching, the
government has yet to use, and has not made explicit plans to
use, many of the provisions set forth in the document. Officials
in the Justice Department have recently complained that many
legal groups are simply exaggerating the situation and have
accused them of being overly alarmist. In addition, the
government and many others in America assert that all of these
new measures are necessary in combating terrorism in our
homeland, and provide what many view as a detailed,
compelling rationale for each controversial provision. Mr.
Ashcroft has stated that the PATRIOT Act’s most vocal
detractors’ “tactics only aid terrorists, for they erode our
national unity and diminish our resolve.” ’ Perhaps the Attorney
General is correct, and civil liberties lawsuits filed against the
federal government have done nothing but make us more
vulnerable to terrorist attack.

The claims that protests do nothing but hinder legitimate
measures aimed at protecting honest citizens are not new to
the American landscape. Perhaps there is an international
contradiction in such arguments. Abbie Hoffman has stated,
“You measure democracy by the freedom it gives its dissidents,
not the freedom it gives its assimilated conformists.” America
must now determine on which side of caution society should
err. Is it better to restrict federal law enforcement authority,
preserving civil liberties, or should we be more concerned with
fortifying our efforts to combat and prosecute terrorism? By
critically examining a pertinent recent court case, perhaps we
can determine how the new government measures will play
out in the years ahead. The case of United States v. Jeffrey

Leon Battle, et al., looks at the relationship between foreign
intelligence gathering and criminal prosecution, and raises
critical issues surrounding the Fourth Amendment. Before we
consider the particulars of the case, a discussion of the civil
rights at issue, as well as their historical context, will provide
useful background information and will clarify the questions
being raised.

II.  Security and Privacy — The Evolving Conflict

The most specific recognition of the right of privacy is
enshrined in the Constitution under the Fourth Amendment,
and reflects the fervent resentment felt by American colonists
against the “general warrants” or “writs of assistance” that the
British had employed to search private homes in enforcement
of'their tax laws and commercial regulations.® Such writs were
quite extensive, and did not impose limits on the areas and
items to be searched. The colonists wanted to forge clear and
established guidelines that would allow for specific searches
based on reasonable suspicions, yet protect against broad and
unfounded entries into one’s home. The Fourth Amendment’s
privacy protections enjoyed popular support and received little
opposition at the time.” However, their evolution in U.S.
jurisprudence has been anything but straightforward, as justices
struggle to develop search and seizure guidelines that honor
the Constitution without unduly restricting police.

While the initial ratification of these protections did not
conjure up much controversy, the Fourth Amendment’s evolution
in U.S. Jurisprudence has been anything but straightforward. Since
the beginning of the twentieth century, justices have arduously
struggled to develop guidelines for proper searches and seizures.
“The crux of the problem is the that the Court needs to be true to
the spirit of the Fourth Amendment, providing protection for all
citizens against abusive intrusions by the government but not
restricting police in ways that render effective law enforcement
impossible.”!* This is the continuous interplay between the
protection of privacy and the safeguarding of society that makes
the interpretations of the Fourth Amendment so critical.

The concept of requiring search warrants is rooted in the
belief that an independent judiciary must provide a check over
the power and zeal of law enforcement agents. This concept of
the impartial judiciary is firmly articulated in the case of Dalia
v. United States (1979). The ruling by the Supreme Court in
this case states the Fourth Amendment’s requirements that
search warrants be issued only upon probable cause,
particularly describing the places to be searched and persons
or things to be seized. Moreover, “this requires that warrants
only be issued by neutral, disinterested magistrates, that those
seeking warrants demonstrate to magistrates probable cause
to believe that the evidence sought will aid in particular
apprehension or conviction for particular offense, and that
warrants particularly describe the things to be seized as well
as places to be searched.”"! Therefore, the system places an
inherent trust in wisdom of the courts. This faith in
jurisprudence is based on the assumption that the judiciary does
not have biased motives in criminal prosecutions.

Courts have dealt with the conflicting goals of security
and privacy by developing a set of underlying principles to
govern legal searches; all must be reasonable, specific in nature
and scope, and preceded with adequate notice by law
enforcement officials. A reasonable search must have a strong
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basis in probable cause. In Aguilar v. Texas (1964) and Spinelli
v. United States (1969), the Supreme Court developed a set of
stringent provisions governing the use of tips and information
as probable cause to obtain a warrant. It thereafter referred to
the litmus for probable cause as the Aguilar-Spinelli test.
Moreover, searches and seizures must be narrowly tailored. In
Berger v. New York, the Supreme Court overturned a statute
that authorized court officials to issue search warrants for
eavesdropping without specifications. In Wilson v. Arkansas,
the Court ruled that a search might also be unreasonable if
authorities do not provide prior notice of their intent to search.
In the absence of such notification, such a search could be
challenged on its constitutional grounds. Such precedents
clearly assert the founders’ desire that searches be well-
grounded, particular, open and announced.

All of these requisite provisions for searches and seizures
are of importance because when they are not observed, any
evidence obtained by law enforcement officials is totally
inadmissible in court. This exclusionary rule was first stated at a
federal level in Weeks v. United States, as Justice Day’s opinion
for aunanimous Court explicitly stated that “the refusal to repress
illegally seized evidence was a denial of the constitutional rights
of the accused.”"? Four years after this ruling, the concept of the
“fruit of the poisonous tree,” referring to evidence obtained
through illegal searches, was introduced in Silverstone Lumber
Co v. United States and thereafter became enshrined in the law.
However, the exclusionary rule has been met with strong
opposition and controversy, mainly because it often forces courts
to invalidate actual evidence of guilt due to the manner in which
the information was obtained. It is argued that the rule is primarily
intended to act as a deterrent against police misconduct and
abuses. Others assert that it is necessary to maintain the integrity
of the courts, and enshrine the sanctity of personal constitutional
rights. Thus, the exclusionary rule acts as an extremely powerful
check against law enforcement officials overstepping their
bounds, because it can literally set a guilty party free when
evidence is predicated on an improper search.

While the judiciary has played the most formidable role
in the development and legitimacy of the Fourth Amendment,
the other two branches of American government have also had
a hand in shaping law enforcement’s ability to collect evidence
against suspected criminals. In general, executive acts that seek
to address foreign rather than domestic security threats have
been granted the greatest constitutional leeway by the courts.
In the early 1970s, the justice department asserted that domestic
wiretapping without a warrant is protected under legal
exceptions for domestic security, but their rationale was struck
down by the courts.!* When aides of President Nixon tried to
justify the theft of medical records under the provision of
domestic security protection, the Supreme Court wholly
rejected this claim. Conversely, the courts upheld Henry
Kissinger’s claim that national security concerns justified
placing a secret wiretap in the home of National Security
Council staffer Morton Halperin.!* It is, however, important to
note in this case that there was no issue of criminal charges
being filed against Mr. Halperin — just a civil suit.

The legislative branch has also played a role in defining the
measures law enforcement officials can use when conducting
criminal investigations. In 1978, Congress passed the Foreign
Intelligence Surveillance Act, which created a special court to
hear warrant requests relating to the collection of national security

data. This legislation was not in direct conflict with Fourth
Amendment provisions developed in the law, because it
specifically dealt with intelligence gathering, and not criminal
prosecution. Congress has also expanded law enforcement
capabilities concerning secret evidence collection through the
passage of the Antiterrorism and Effective Death Penalty Act of
1996. The Act relaxed many of the restrictions placed on the
FBI’s surveillance capabilities, and raised new questions about
the role of law enforcement officials in being a preventative force
against crime. Thus, the interpretation and development of the
Fourth Amendment is a process that does not come solely through
the workings of judicial review, but is rather a product of all
three branches of government trying to balance the need of
security against the right of privacy.

Ill.  Prosecution in the Name of Intelligence

As the role of American law enforcement shifts from the
collection of criminal evidence to the gathering of intelligence,
serious questions have arisen over the government’s ability to
use intelligence information in criminal proceedings. The case
of United States v. Jeffrey Leon Battle, et al., illustrates these
issues and demonstrates how government law enforcement
officials are now using information obtained through FISA
orders in the prosecution of criminal defendants. The case
involved brings into question the role of the Foreign Intelligence
Surveillance Court, and highlights the evolving relationship
between various branches of intelligence operations and
criminal law enforcement. After September 11, the
development of the FISA legislation has placed law
enforcement officials in a position that straddles the line
between intelligence gathering and criminal prosecution. U.S.
v. Battle, et al., was one of the first cases that provided the
opportunity for an open court to consider the validity of the
newly amended Foreign Intelligence Surveillance Act within
a criminal proceeding. Thus, a study of this criminal case and
its associated motions will highlight these contentious issues,
and will examine the rights of government to investigate crimes
in the name of intelligence gathering.

The case of U.S. v. Battle, et al. involves six individuals from
Portland, Oregon, all of whom are Untied States citizens. The
defendants, Jeffrey Leon Battle, Patrice L. Ford, Ahmed I. Bilal,
Habis Al Saoub, and October M. Lewis, were indicted on an
array of charges related to a conspiracy to commit terrorist acts.
Specifically, the defendants were charged with conspiracy to levy
war against the United States; conspiracy to provide material
support and resources to Al-Qaeda; conspiracy to contribute
services to Al-Qaeda and the Taliban; and possessing firearms in
furtherance of crimes of violence.'® Central to these allegations
was the claim that the assailants tried, unsuccessfully, to travel to
Afghanistan in the wake of September 11th to contribute their
services to the Taliban regime and Al-Qaeda.

The federal government appears to have commenced a
criminal investigation of defendant Jeffrey Leon Battle in the
beginning of last year. Using an FBI informant, federal agents
were able to establish a relationship with the accused, and began
an intensive surveillance program of the defendants. The
government outfitted the informant, named Khalid Mostafa,
with body recording devices and surveillance materials. Mr.
Mostafa recorded numerous exchanges among the defendants,
including conversations held during religious services inside a
Portland mosque.'® The government also pursued the criminal
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investigation using other conventional techniques, such as the
retrieval of travel histories and bank records.

It is unknown precisely when the government applied to
the Foreign Intelligence Surveillance Court for a search order,
since the government has invoked legal provisions allowing it
to withhold the FISA applications and their supporting
documents. The FISA surveillance appears to have begun in
earnest, in June of last year, and facts show the criminal
investigation was well underway before the government sought
and obtained the FISA surveillance authority at issue.!’

This is absolutely critical, because it demonstrates that
the criminal investigation was the impetus behind the request
for FISA surveillance. Law enforcement officials therefore
requested a FISA order with the main purpose of gathering
criminal evidence, and not for collecting intelligence
information. Since a part of the surveillance included foreign
intelligence gathering, the search order was eligible under the
newly amended FISA, even though it was clear the evidence
in the search could be used in criminal prosecution. The extent
to which the Foreign Intelligence Surveillance Court was aware
of this criminal investigation is not known, but under the law
as it stands the order could still legally be issued even if the
court knew it was initiated by a criminal investigation.

Using the privileges afforded them by FISA orders, federal
agents conducted extensive surveillance of the defendants. With
respect to Mr. Battle, the government conducted wireless
communications surveillance of his home telephone number,
monitored his emails, and bugged his primary residence. Patrice
Ford was also subject to the same level of scrutiny after the
approval of the FISA orders. Through this covert installation of
listening devices, the government recorded hundreds of hours of
activity within the defendants’ homes for over two months.
Federal agents also intercepted thousands of emails and telephone
calls during this time — making their search both comprehensive
and intrusive.

In September of this year, the case took an interesting turn
when defense counsel filed a motion to suppress all evidence
obtained through the FISA orders, on grounds that such
procedures violated the Fourth Amendment’s protections
against unreasonable search and seizure. The American Civil
Liberties Union, the ACLU of Oregon, and the National
Association of Criminal Defense Lawyers subsequently filed
brief of Amici Curiae in support of the defense motion. The
crux of the motion rested on the assertion that federal agents,
rather than obtain a warrant for searches under standard criminal
procedures that impose strict requirements on surveillance,
committed an “end-run” around the Fourth Amendment by
conducting the searches under the Foreign Intelligence
Surveillance Act.'®

As noted earlier, FISA was recently amended by Section
218 ofthe USA PATRIOT Act, effectively relaxing the restrictions
surrounding surveillance approval.' FISA was originally enacted
for the purpose of controlling electronic surveillance of foreign
intelligence sources, and the ACLU argues that the lower
standards associated with FISA orders have been upheld by federal
courts specifically due to the fact that they were limited to foreign
intelligence gathering.?® Thus, the amendments to the FISA statute
under the PATRIOT Act represented a considerable shift from
the intentions of the original legislation.

Under the law, a FISA Court was created and charged
specifically with overseeing government applications for
surveillance orders.?! The measure was developed in response to
documented cases of abuse of surveillance powers during the
Cold War and McCarthy eras. “Congress responded by enacting
the Foreign Intelligence Surveillance Act, requiring a court order
for electronic surveillance undertaken in the name of national
security.”?? The government was now required to show probable
cause to believe the surveillance target was a foreign power, or
an agent of such power. “It was also required to certify that the
primary purpose (now significant purpose) of the surveillance
was to obtain foreign intelligence information.”* Thus, the
original intentions of the FISA statute were to limit the powers of
the executive branch, by laying out specific circumstances that
had to be met before surveillance could begin. Agents had to
clearly demonstrate that their surveillance activities were being
used for security purposes, and not to track political groups. With
the interpretation of the amended FISA, the intentions of the
statute were twisted, and investigators can now blatantly use FISA
searches as part of a broader criminal investigation, thus affording
them a tremendous amount of power.

However, it should be noted that FISA never held federal
agents to the same standards for searches required by the Fourth
Amendment, since the law was designed to deal with
intelligence collection, not criminal investigations. Thus, the
surveillance order could be approved without the demonstration
of probable cause of criminal behavior. This created questions
concerning the government’s use of criminal evidence
discovered during a FISA surveillance operation.

The authority provided by FISA was justified on the ground
that intelligence gathering is different from criminal law
enforcement, and that the FISA authority would not be used
for the purpose of investigating crime. Congress recognized,
however, that evidence of crimes might be obtained during
foreign intelligence gathering — espionage, for example, is a
crime — and therefore allowed the use of FISA evidence in
criminal cases. But in order to obtain a FISA warrant, the
“primary purpose” of the investigation had to be the collection
of foreign intelligence, not criminal law enforcement.
Otherwise, the statute would serve as an end-run around the
probable cause requirements of the criminal wiretap statute.*

The amendments to FISA passed under the PATRIOT Act
eliminated the primary purpose provision, by changing the
wording in the statute to “a significant purpose.” As enacted in
1978, FISA required that “the purpose of electronic surveillance
is to obtain foreign intelligence information.”? The courts, in
United States v. Pelton interpreted “purpose” to mean “primary
purpose” and thus asserted that the statue could only be used if
the primary purpose of surveillance was the protection of
national security, and any prosecutorial purpose to the search
was clearly secondary.’® Therefore, the change authorizes the
government for the first time to obtain surveillance orders under
the relatively lax standards of FISA, even when the main
objective of the search is to collect criminal evidence. All the
government needs to demonstrate is that some part of the
surveillance process involves foreign intelligence. The
consequence is that, in many criminal investigations, such as
U.S. v. Battle, et al., federal officials can now subvert Fourth
Amendment protections merely by asserting a desire to gather
foreign intelligence information from the person it in fact
intends to prosecute.?’
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There is limited oversight of the FISA Court, and until
last year the court had never even publicly published a decision.
That changed last August, when the court released a ruling
rejecting new provisions proposed by Attorney General John
Ashcroft that allowed for the use of FISA orders even when
the main objective of searches was law enforcement. The FISA
Court refused to endorse the 2002 procedures as proposed, and
determined that they were designed to allow the FBI to sidestep
the Fourth Amendment in criminal investigations. The ruling
states,

Advising FBI intelligence officials on the initiation,
operation, continuation or expansion of FISA
surveillances and searches of U.S. persons means that
criminal prosecutors will tell the FBI when to use
FISA (perhaps when they lack probable cause for a
Title IIT electronic surveillance), what techniques to
use, what information to look for, what information
to keep as evidence, and when use of FISA can cease
because there is enough evidence to arrest and
prosecute. ... If direction of counterintelligence cases
involving the use of highly intrusive FISA surveillance
by criminal prosecutors is necessary to obtain and
produce foreign intelligence information, it is yet to
be explained to the Court.?

The decision came as a surprise to the government, and
federal attorneys subsequently appealed the ruling.

FISA’s overview court, the FISA Court of Review, had never
even convened until this time. Although the government was
asking the appellate court to decide the constitutionality of FISA
as amended, making this a substantial legal issue, no one but the
government was allowed to fully participate as a party in the
case. While the ACLU was able to file a brief in the proceeding,
they could not offer any oral arguments before the court.
Moreover, the oral arguments were sealed from the public and
were conducted ex parte. In an extraordinary ruling, the review
court overturned the lower FISA Court’s decision, and upheld
the constitutionality of FISA as amended by the PATRIOT Act.
“We think the procedures and government showings required
under FISA, ifthey do not meet the minimum Fourth Amendment
warrant standards, certainly come close. We therefore believe
firmly... that FISA as amended is constitutional because the
surveillances it authorizes are reasonable.”” The ACLU and
NACDL strongly objected to this ruling, and asked the Supreme
Court to review it. However, since the government was the only
party officially authorized to appeal the ruling, the Supreme Court
predictably denied the request.

The motion to suppress evidence obtained through FISA
surveillance in the case of U.S. v. Battle, et al., is noteworthy
because it firmly challenged the findings of the Court of
Review. Moreover, the defense request provided one of the
first opportunities for a federal court to consider the
constitutionality of FISA in the context of an actual criminal
proceeding.’® The motion contended that the intrusive
surveillance of the defendants did not conform to constitutional
requirements that govern the conduct of criminal investigations,
first because FISA orders themselves are not warrants as stated
in the Fourth Amendment and are thus invalid in criminal
proceedings. The motion also asserted that although the
government’s primary purpose in the surveillance in this case
was to collect evidence of criminal activity, it failed to satisfy

the criminal probable cause requirement. The defense also
argued that the surveillance of the defendants violated the
particularity requirement of the Fourth Amendment, because
the searches in question were extensive and roving. In addition,
the defense claimed that since the surveillance of the defendants
was conducted without providing any notice of the search, it
was in violation of standard constitutional requirements.
Finally, the motion argued that surveillance was conducted
without meaningful prior judicial review by a disinterested
magistrate, and was therefore unconstitutional under the law.*!

The government filed a response to the defense motion, and
stated that “the need to protect the country from terrorist attack”
justified a departure from ordinary Fourth Amendment principles
in this case. They also noted that the FISA Court of Review’s
recent decision clearly allows for FISA surveillance data to be
used in criminal investigations.*? The government asserted that
the ultimate purpose of defending the nation from future terrorist
attack constituted a special need in this case, thus eliminating the
probable cause requirement. Federal prosecutors also argued that
the “primary purpose” stipulation erected an irrational wall
between various anti-terrorism agencies, and therefore the use of
evidence obtained through FISA surveillance in criminal
proceedings was wholly justified.

Last month, literally days before the U.S. Federal District
Court was to rule on the defense’s motion to suppress,
defendants Jeffrey Leon Battle and Patrice L. Ford entered into
plea agreements with the prosecution, each pleading guilty to
a set of lesser conspiracy charges. The prosecution had arranged
plea agreements with the four other defendants a month earlier,
and in exchange for more lenient sentencing, the defendants
provided additional evidence against Mr. Battle and Mr. Ford.
Therefore, all motions by the defense were subsequently
dropped, and the district court could not rule on the
admissibility of evidence obtained through the FISA wiretaps.
Nonetheless, the case set a significant legal precedent, in that
the government was successful in using evidence obtained
through a FISA order in reaching a criminal conviction. In fact,
Attorney General John Ashcroft in reference to the FISA statute
stated, “The plea agreements in the Portland case would have
been more difficult to achieve, were it not for the legal tools
provided by the USA Patriot Act.”** Thus, the case of U.S. v.
Battle, et al., now provides us with an opportunity to explore
the broader implications of these proceedings, and how they
will shape Fourth Amendment rights in the coming years.

IV. Conclusion: Questions That Lie Ahead

In the two years following the attacks of September 11 a
number of court cases have arisen that expose critical issues
our society must contemplate in the wake of national tragedy.
The fragile balance between a need to fight enemies within
our midst, and a desire to enshrine freedoms held fundamental
for centuries will be tested in the years ahead. Our founding
documents do provide limitations on government powers, such
as a system of checks and balances, the guarantee of due process
under the law, access to the records of government officials,
and most importantly a specific enumeration of our rights. Yet,
in times of national crisis, steps have been taken in this country
that aim to subvert these protections. The case highlighted here,
United States v. Jeffery Leon Battle, et al., provides a specific
example of how the federal government has made substantial
reforms that erode our freedoms surrounding unreasonable
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searches and seizures. The implications of the case at hand are
grave, because as it stands, a law that can be used as an effective
end-run around the Fourth Amendment remains on the books,
and thus severely threatens one of our most sacred liberties.

In the war against terrorism, government officials have
asserted that the changes made to the Foreign Intelligence
Surveillance Act are necessary because they allow the government
alevel of efficiency needed when dealing with suspected terrorists.
Yet, efficacy should not determine the outcome of constitutional
debates concerning civil liberties. Moreover, there is little
evidence to show that the curtailment of rights actually works in
combating terrorism, and therefore should not be used as a
justification for such action. David Cole and Jack Dempsey state,
“Violations of civil liberties ‘work’ only in a narrow sense: random
or door-to-door searches will uncover contraband in some houses,
and torture of arrestees will induce some to provide truthful
evidence of wrongdoing.... But these ‘successes’ must be
balanced against the wasted resources consumed by fruitless
random searches and generalized monitoring of groups or
movements.”* Therefore, even though the greater powers now
afforded the government through FISA make it easier for federal
agents to gather intelligence and prosecute criminals, these
measures may do nothing to improve our security.

The expansion of FISA under the passage of the PATRIOT
Act two years ago also brings into question the value of
intelligence information in the war on terrorism. Improving
the quality of our intelligence after September 11 is clearly a
crucial factor in preventing future terrorist attacks. However,
there are serious concerns over the reliability of intelligence
information, since it is often speculative in nature and not
always grounded in solid evidence. Moreover, the credibility
of this data is rarely tested in open court. “Much of this
information is unreliable; rarely is it ever subjected to the testing
of the adversarial process, and all too often it intrudes on
protected political activity.”*

Less speculative intelligence is grounded in the concepts of
criminal law procedure and regulations. The majority of this type
of work involves collecting evidence surrounding criminal
enterprise in an effort to understand the workings of networks,
observe patterns of criminal activity, and use this information in
predicting future events. However, these operations are governed
by the strict regulations that guide standard criminal
investigations, and thus keep the intelligence information firmly
grounded in evidence. Cole states, “One of the most important
constraints on such criminal intelligence is the public trial —
everything done in the name of criminal intelligence must
ultimately bear scrutiny in a court of law.”*® Moreover, these
intelligence operations fully comply with protections outlined in
our founding documents, and have been effectively used by
federal officials for decades. “The concept of criminal intelligence
can be fully compatible with the Constitution. The First
Amendment does not require the FBI to be deaf when someone
advocates violence. The Constitution does not require the
government to wait until a bomb goes off or even to wait until a
bomb factory is brought to its attention. It does; however, require
the FBI to focus its investigations on the interdiction of violence,
and other criminal conduct.”””” Hence, in countless cases, such as
the prosecution of organized crime families and drug cartels, the
government has a demonstrated ability to use intelligence
procedures grounded in civil rights protections to effectively
combat criminal activity.

The amendments made to FISA that were highlighted by
the case of U.S. v. Battle, et al., illustrate the difference between
these two types of intelligence procedures. With the newly
amended FISA, FBI agents are no longer constrained by
standard criminal procedures when collecting intelligence
information for the purpose of prosecuting criminals. As the
case shows, evidence obtained through the loose standards of
a FISA order was effectively used to convict six American
citizens of felony charges, using searches that were not
predicated on probable cause. Safeguards that were used in
tandem with successful criminal investigation for decades have
been tossed aside in the name of efficiency.

When FISA was enacted, it had the legitimate purpose of
giving federal authorities the tools necessary for gaining
valuable information on foreign threats. The legislation was
never intended for use against American citizens in criminal
prosecutions. FISA was upheld when challenged by legal
motions specifically because of this characteristic. The ACLU
argued, “Courts that upheld the pre-Patriot Act FISA against
facial challenge did so only because the statute’s application
was limited to the contexts in which the government’s primary
purpose was to gather foreign intelligence. Under FISA as
amended, however, every FISA surveillance order empowers
the government to disregard the Fourth Amendment even if its
primary purpose is to gather evidence of a crime.” Thus, FISA
orders have been distorted from their original intentions for
the sake of prosecutorial expediency. “With the PATRIOT Act
and new government surveillance powers in action, FISA Court
warrant activity is likely to escalate enormously. Yet, the FISA
court was created as a means to rein in the unfettered
surveillance, electronic and otherwise, which had been
conducted on American citizens by the NSA and FBI. It has
now come full circle.”® Since FISA was never designed to be
used as a method of obtaining criminal evidence, it is
thoroughly ill suited for such a task.

There are numerous reasons why FISA orders are improper
methods of gathering evidence to be used in prosecution. The
ACLU asserts that each FISA order fails to satisfy a number of
the Fourth Amendment’s requirements — the orders themselves
do not qualify as actual warrants, they are not predicated on
probable cause, they fail the particularity requirement because
of their lengthy duration, and they do not provide adequate
notice of search.” This means the orders are issued on less
restrictive grounds and with less evidence than typically
required of criminal wiretap warrants. Therefore, FISA orders
act as an entirely separate and more expedient avenue for
federal agents to pursue when trying to prosecute suspected
criminals. The orders establish a double standard for the
investigation certain individuals (those deemed as foreign
agents), and further erode these people’s constitutionally
protected rights.

Moreover, these orders give law enforcement agents
incentive to ignore methods of criminal intelligence gathering
that have worked for years, in favor of looser standards. In the
case of U.S. v. Battle, et al., it is unclear why investigators decided
not to acquire standard search warrants for the defendants. Perhaps
they lacked adequate probable cause at the time they initiated
their investigation, and saw a FISA order as the most expeditious
avenue to gathering evidence against their suspects. Regardless,
individuals were convicted of felony charges, and the case
established the use of these more lax techniques in FBI
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investigations of terrorist activities. In using these orders, the
agents set aside standard criminal procedures that had been used
for years in gathering information on similar criminal networks,
and were able to reach a conviction after introducing FISA
evidence in court. This case encapsulates a dramatic shift in the
methodology used by law enforcement officials in gathering
intelligence to be used in prosecution, and sets a dangerous legal
precedent for evidentiary procedures.

Moreover, evidence obtained through a FISA order and
introduced in court is not necessarily subject to any form of
evidentiary review. The Executive Director of the ACLU of
Oregon, David Fidanque, has said that the secrecy of FISA
proceedings invites abuse by the FBI and other federal agencies.
“Before trial in a normal criminal case, defendants would have a
right to examine the statements made by the government in order
to get the wiretap order. But under the PATRIOT Act, all of that
material is classified. Even if the government intentionally lied
to the FISA Court, the defendants’ lawyers aren’t allowed to see
that material unless they can show evidence of the government’s
deception. Obviously, there is no way to make that showing if
the material is secret. This is a classic Catch-22.#! Thus, the
legality of a FISA search is never fully subject to adversarial
testing in the court system.

The consequences of this case clearly extend beyond
procedural changes within the FBI and similar agencies. The
fact that six American citizens were sent to prison based on
evidence obtained through procedures that violate Fourth
Amendment protections has ramifications for millions of
Americans who have foreign affiliations. Federal investigators
are given a great deal of leeway in determining whether a
suspect is a “foreign agent,” and is thus subject to surveillance
through a FISA order. The law states that as long there is
probable cause to believe a person is engaged in certain
activities (not necessarily criminal) on behalf of a foreign
power, they can be given such a classification. “The PATRIOT
Act loophole is not limited to terrorism investigations, but
applies to criminal investigations wholly unconnected to
terrorism. In effect, it denies the Fourth Amendment’s most
basic protection to any person who might qualify as a foreign
agent — predominately, but not exclusively foreign nationals.”*?
Thus, a citizen of the United States who has loose ties to some
foreign organization can be deemed a foreign agent, put under
secret surveillance by law enforcement officials using a FISA
order, have evidence from that surveillance be used against
him in a trial, be unable to challenge the validity of that search
in open court, and be convicted based solely on that evidence.

Some argue that these concerns over the new interpretations
of FISA are somewhat alarmist, and that federal law enforcement
officials will use these new provisions simply to gather
information in identifying criminals, and not in prosecuting them.
While this would be an acceptable use of FISA, evidence, such
as the case highlighted here, shows that these searches are being
used in criminal trial proceedings to convict American citizens
of felony charges. Since the courts have upheld this usage, even
when the searches seem to be motivated by criminal prosecution,

it is unlikely that the government will stop using FISA evidence
in criminal trials.

Moreover, the likelihood of the newly amended FISA
legislation being challenged again in the context of a criminal
proceeding is not very high. As with the case of U.S. v. Battle, et
al., the defendants in these trials are often individuals who are
unlikely to garner sympathy in the eyes of a jury, especially in
the wake of September 11. Thus, many of the defendants indicted
through evidence obtained using FISA surveillance are pressured
into plea agreements to avoid harsher sentencing. This often
eliminates the possibility of hearing motions on the
constitutionality of FISA evidence, as was the case here.

Since popular sentiment in times of crisis is not inclined
to protect civil liberties of unpopular individuals, the role of
an independent and disinterested judiciary is even more
essential. The judiciary can sometimes act as a voice of reason
in times of national emergency, and is a final check on
government authority in cases involving civil liberties. While
the courts have made rulings in times of crisis which seem
illogical in retrospect: the Supreme Court’s upholding the use
of Japanese internment camps for example,* the courts have
worked to check executive authority during these periods. In
May of last year, the FISA Court asserted such powers of
judicial oversight when it rejected the government’s
interpretation of its expanded powers under the newly amended
FISA legislation; “[t]he FISA Court, in attempting to minimize
end runs around the probable cause requirement, interpreted
the statute to prohibit criminal law enforcement officials from
supervising foreign intelligence warrant applications.”* In
doing so, the court made a powerful and public statement that
FISA had expanded the government’s powers to a point that
came into direct conflict with constitutionally protected rights.
Even though this ruling was overturned by the FISA Court of
Review after government’s appeal, it is still of consequence
because it demonstrates how these issues are critically debated
within an often polarized judiciary. Perhaps in the future the
FISA Court will be less likely to grant order applications where
criminal law enforcement officials play such a significant role.
If, for instance, the court determined that a FISA order was not
sufficiently related to acquiring intelligence data, it could
wholly reject the surveillance application.

As America evolves in the years following the September
11 attacks, important questions will be raised over how our
society should balance the need to protect our citizenry, with a
need to protect our rights. Chief Justice William H. Rehnquist
has stated, “[t]here is every reason to think that the historic
trend against the least justified of the curtailments of civil liberty
in wartime will continue in the future. It is neither desirable
nor is it remotely likely that civil liberty will occupy as favored
a position in wartime as it does in peacetime. But it is both
desirable and likely that more careful attention will be paid by
the courts to the basis of the government’s claims of necessity
as a basis for curtailing civil liberty. The laws will thus not be
silent in time of war, but they will speak with a somewhat
different voice.”*
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